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Scan Information %
Start time: Sat Sep 16 12:48:46 2023 //
End time: Sat Sep 16 13:04:17 2023 :

Host Information

1P:
0S: Microsoft Windows 10




NEeSSuUs

Vulnerabilities

42873 - SSL Medium Strength Cipher Suites Supported (SWEET32)

Synopsis

The remote service supports the use of medium strength SSL ciphers.

Description

The remote host supports the use of SSL ciphers that offer medium strength encryption. Nessus regards

medium strength as any encryption that uses key lengths at least 64 bits and less than 112 bits, or else that
uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength encryption if the attacker is on the same
physical network.

See Also

https:/fwww.openssl.org/blog/blog/2016/08/24/sweet32/

https://sweet32.info

Solution

Reconfigure the affected application if possibje te avoid use of medium strength ciphers.

Risk Factor

Medium

CVSS v3.0 Base Score

7.5 (CVSS:3.0/AV:N/AC:L/PR:N/ULN/§:U/C:H/IEN/AIN)

CVSS v2.0 Base Score

5.0 (CVSS2#AV:N/AC: L/AU:N/C:P/1:N/A:N)

References

CVE CVE-2016-2183

Plugin Information

Published: 2009/11/23, Modified: 2021/02/03

Plugin Output

tcp/3389

Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

Hame Code EEX Auth
DES~-CBC3-SHA 0x00, 0O=0A RSA RSA
SHAl

The fields above are :

{Tenable ciphernamej}

{Cipher ID code}

Kex={key exchange}
Auth={authentication}
Encrypt={symmetric encryption method}
MAC={message authentication code}
{export flag}

Encryption

3DES-CBC (168)
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